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What is NIS2?

NIS2, the new Network and Information Systems Directive, is a
regulatory framework intended to beef up cybersecurity in the EU.
Companies deemed to be in Sectors of High Criticality and
Critical Sectors will be required to proactively manage network
and information system risks in order to prevent or minimize the
impact of incidents.

Come into effect on 18 October 2024
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Are You Affected?

NIS2 covers organizations in 18 sectors
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What Do You Need to Do?

Disclose Incidents

Be transparent. Affected companies will
have 24 hours from when they first become
aware of an incident to submit an early
warning, followed by an incident notification
within 72 hours of becoming aware of the

incident and a final report within one month.
Protect Your Data P

Take these two steps to prevent
unauthorized access of sensitive
data and systems: 1) employ
multi-factor authentication
access controls and 2) isolate
guest users from internal
networks.

Find Reliable Reporting

Use a reporting system that
provides network visibility in
order to detect and prevent
suspicious activity, identify
potential incidents, and send
real-time alerts for quick
responses.

How to
achieve

Strengthen Supplier
Cybersecurity

Ensure your suppliers can
address cybersecurity risks.
Verify your security policies
for external network access,
and deploy security measures
such as firewalls to defend

against third-party threats. Use End-to-end Encryption

Ensure your devices and data are

safe with cryptography and encryption.
As well as adding extra layers of
protection, this makes for easy verification
of your NIS2 compliance.

Take Advantage of Al

Leverage innovative technology
like Al, particularly automated

or semi-automated tools, to more
effectively stop cyberattacks.

The Clock is Ticking

With less than a year until NIS2 takes effect,
the time to act is now. Start planning an
active cyber protection strategy that
includes prevention, detection, monitoring,
analysis, and mitigation. With support from

Zyxel's security solutions, you can navigate 7 N
g N
the changing cybersecurity landscape, Z 2 *
| confident in your company’s integrity and / r P

NIS2 compliance. (Click here to know more)
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