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‘I Install Hardware
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0 Use the included power adaptor or power cord to

connect the power socket (on the rear panel) to a power
outlet.
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Q It is recommended that you configure the security appliance
before using it to protect your network. Use an Ethernet cable to
connect a computer to the LAN port (P4) of the security
appliance.

OUse another Ethernet cable(s) to connect a computerto the
WAN port (or P2, if no WAN label) to an Ethernet jack with
Internet access. At the front panel, ensure that the PWR light
turns on. The SYS light blinks during system testing and inifialization,
then it should stay on when the system is ready.



We'll get you quickly up and going with this guide for Zyxel
firewall onboarding to Nebula with DHCP WAN type.

2 Run initial wizard and upgrade firmware

2.1 Login to device GUI with IP: hitps://192.168.1.1

User name: admin
Password: 1234

ZYXEL
USG FLEX 100
Q
o ..
2.2 Set up a new
pCISSWOFd. ZYXEL
USG FLEX 100
Update admin Info
As a security precaution, it is highly recommended that you
change the admin default password.
New Password: 0
Retype to Confirm:
[ max. 63 alphanumeric, printable characters and no spaces
2.3 Use the new
password to login. ZVMEL

USG FLEX 100

Enter User Name/Password and click fo login



https://192.168.1.1/

2.4. Start initial wizard and click Fy =045

Setup Wizard x |+

« > C O B https;//192.168.1.1/ext-js/app/view/pagestore/genie.ntml Ead ®

1 Quick Activation Wizard

Quick Activation Wizard

Connect to intemet(WAN) etiings * Firmware
2 E)

Welcomel!

This wizard will guide you through the steps fo set up Infemet access, download the latest firmware and
then install it on your device. The device will restart automatically af the end of the wizard to make the
installed fimware the running fimware.

After reboofing, the Inificl Setup Wizard will display fo help you register and activate services, as well as set
up some basic features, so as your device can best protect your network,

Why do we need fo upgrade the Zyxel Device with the latest frmware?
If's always in your besf interest o use the latest firmware. With the latest frmware, you can enjoy new
feature enhancements, fixes and solutions o profect your network from security vuinerabilfies.

This wizard will perform the following:

- Connect to infemnet(WAN)

- Date and Time Seffings

- Firmware upgrade and Reboot

- Register Device and Activate Senvice
- Finish and Enjoy!

Note: This wizard s for firmware upgrade only. Use the Initial Setup Wizard to configure your Zyxel Device.

2.5 Connect to Internet(WAN): Select “Ethernet” and choose

“Auto” (DHCP) as WAN type. If you are using PPPOE, please select
PPPOE.

Setup Wizard x|+

« - C QO & hitps;//192.168.1.1/ext-js/app/view/pagestore/genie htm P =

1] Quick Activation

Quick Activation Wizard

Connect fo inteme{WAN) * Date and Time Setfings * Firmware Upgrade
2

Internet Access - First WAN Interface
ISP Parameters

2 e Ethemet v

IP Address Assignment

First WAN Inferface: wan
Zone: WAN

P Address Assignment: [Aute ||

onnect fo intfernei{WAN)
1

Internet Access - First WAN Interface
ISP Parameters

Encapsulation: Ethemet
IP Address Assignment
First WAN Interface: wan

Zone: WAN

IP Address Assignment: Auto X




2.6 Check the

Quick Activation Wizard

Connect fo infernel{WAN) >
1

First Setting
Encapsulation:
First WAN Interface:
Zone:

IP Address Assignment:

Congratulafions. The Internet Access wizard is completed.
Summary of Infernet Access configuration:

Conneclion Test OK

o]yl (o] HIEHE showing " OK” then press Next.

¥ Quick Activation Wizard [x]

Date and Time Setfings * Firmware Upgrade
2 7
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Ethemet
wan
WAN
Auto
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2.7 Data and Time Settings- Click then press Next.

ick Activation Wizard

' Auto sync fime zone now...

oo | oo | o |

2.8 Firmware Upgrade- A new firmware will upgrade automatically.

%! Quick Aclivation Wizard

Quick Activation Wizard

Connect fo infemet{WAN) * Dote and Time Setfings
2

completed. Please wait...

Download time may be various depending on your internet connection.

The Device is downloading the latest firmware (V5.21[ABUH.0)) and will reboot autematically once

* Firmware Upgrade
3

Downloading Firmware Package (Total: 96MB) m

79 %

Downloading




3 Onboard on Nebula Cloud

3.1 Go to Nebula Control Center page.

(https://nebula.zyxel.com) and click (€= i felif=le] .

ps://nebula zyxel.com

Welcome to Zyxel
Nebula Cloud Platform

Want to Unleash the Full Power of Nebula Cloud?
mitations. W

Find Out More Buy Online
L ]
® [ ]
e’

S
nebula
Loginor i
i Net rkir Net

Get Started

Create a Zyxel account. If you already have Zyxel account,

please skip to step 3.5.

3.2 Create a Zyxel account.

uuuuuu

3.3 Check your email with a
confirmation link and open
the link.

Activate Your Zyxel Account

myZyxel <info@myzyxel.com>

S 9 =
Wed 2022-03-09 9:03 AM

T emmal By myZyus Do

ZYXEL

NETWORKS

Thank you for ing with Zyxel!
To activate v unt, plecse click on the link below.
hitps://accounts.myzyxel.com/users/confirmation2confirmation_token=StHv4Rmité7FAflVBRtt

Need Help?
Contaet us and we will be happy to help.

Sincerely,

Zyxel Support Team

If you wish to stay updated on the latest news, insights and special offers, please click here to receive our
etter.

newsletter

Reply | Forward



3.4 Set your password and 2FA.

Set Your Password

Password

Password

Minimum 8 characters required, including (A~2)/(a-2), (0-9), and
non-alphabetic characters (eg. 1, $, \#, %)

Enable Two-Factor Authentication

Confirm & Sign In
Two-factor authentication provides an extra layer of security for

your account. Would you like to enable it now?

Remind Me Later Enable Now

Already a user? Sign In

Don't have an account? Create account

If you would not like to enable 2FA, please click Skip.

3.5 Clickt F=i835 e lifto setup Nebula initial wizard.

Z Zyxel Nebula - Wizard x| +

« c O 8 hitps/nebulazyxel.com/ce/uifindexhtmibwizard w

Hey! It looks like your first time here.
Let's get you set up!

We'll have you up and running in no time!
Justaf nitial steps and you'll soon be in the cloud!

3.6 Create your Organization and Site.

2 Zyxel Nebula - Wizard x|+

<« le] O B hitps/nebulazyxel.comycc/uifindexhtmié/wizard

First step is to create your Organization
o and Site

for example, "YourCompany”

Nebula is organized into Organizat
ctory” Zyxel

or “YourClient", and Sites, for example, "London Branch® or *

You can create as many Organizations and Sites as you need once
you're up and running. The country allow et the correct time Offica
zone for your site and the legal requirements for settings like radio

Country
power on access points S — .
Please enter your Organization and Site names and select the U=

Asia - Toipel (UTC +80) -

correct Country and Time Zone.



3.7 Don’t Skip this step! Add your device's MAC address and Serial
Number and click €) Add, then click Next.

(MAC address can be found on the sticker. When entering the MAC address,
the colons will automatically be added in.)

« c o8

Let's now add your device(s) to Nebula

»

» [0 ]

Serial Number

Serial Number -

3.8 Click “Skip WiFi Settings”.

Let's get your WiFi set up

Skip WiFi settings

3.9 Select DHCP as WAN type and clickm. (If you're
WAN type is PPPOE, please select PPPOE). The system will
send you an installation email.




KB Jelile{dGo to Nebula dashboard

Z Zyxel Mebula - Wizsrd ®

- B x
« > C Q ifindex ! @ =
Exit wizord

Well thot's the bosics sorted.You're ready to gol

@ = &
] ] @
‘Organization 'WiFi Name (SSID) Guest WiFi Name (SSID)
Zyxel
‘WiFi Password Guest WiFi Possword
-
Office Authentication
@
Nebulo Devices
1Device»
Model Name
USO FLEX 100
'WAN Setting
WAN Port: P2
e
Recipient

3.11 Select “Activate one-month trial period“ and click OK.

Notification X

We offer a free one-month trial period for Nebula Pro Pack and Nebula Security Services. Would you like to activate the trial period for this organization?

Q Activate one-month trial peried

() continue without activating trial period.




IMPORTANT

3.12 Go to your inbox and check for a mail subject with
“Register your Zyxel Firewall device_device model”.

Register your Zyxel Firewall device_USG FLEX 100 - Message (HTML)

Message Q Tell me what you want to do...

= (U 3:50 PM

Register your Zyxel Firewall device_USG FLEX 100 v

|"]1KB i

D]

ZYXEL

Greetings

This email shows you the procedure fo pass management of your USG FLEX 100{5202L1310083%) to Nebula Confrol Center (NCC).

Note: Go to step 3 if your USG FLEX 100(S202L13100839) has not been configured before and/or already has the factory default
configuration.

1. Back up your current configuration before passing management to Nebula. Log into the web configurator. and go to
Maintenance > File Manager > Configuration File. Select startup-config.conf, then click Download.

2. Reset the USG FLEX 100(5202L13100839) to the factory defaulis by pushing the Reset button until the port connection LEDs tumn off
(after about 5 seconds). Your USG FLEX 100(5202L1310083%) will reboot to the factory defaults and all previous configurations will
be erased.

3. Connect the power port to an appropriate power source and tum on the USG FLEX 100(5S202L13100839).

4. Use an Ethemet cable fo connect the WAN port (P2) of the USG FLEX 100(5202L13100839) to the Ethemet port of a device that will
provide Infernet access.

5. Use another Ethemet cable to connect the LAN port (P4) of the USG FLEX 100(5202L1310083%) fo your computer. Make sure your
computer can receive an IP address automatically (this is the defaulf for all computers so the computer should be fine unless you
changed i).

3.13 Press the reset button for five seconds on the device.

ZyWALL Secunty x|

O 8 19216811 /mp bt t 1 ctivatian_ke 2P ICOAREF SO M S0 3 )octictict 05226 detdactaBledotsSda1 P kcont: €F

Zero Touch Provisioning (ZTP) failed because this device is not on factory default state.

Please press and hold the reset button for § seconds to reset it to factory default

After device reseted, please go back to open the activation email and restart Zero Touch Provigioning (ZTP) process again.

11



3.14 Click “Allow Nebula to Manage My Device”

Register your Zyxel Firewall device_USG FLEX 100 - Message (HTML)

Message Tell me w

info@nebula.zyxel.com 1 350
Register your Zyxel Firewall device USG FLEX 100

‘ 7] 5202113100839 json

TKB

ZYXEL

Greetings
This email shows you the procedure to pass management of your USG FLEX 100(S202L13100839) to Nebula Confrol Center ([NCC]).

Note: Go to step 3 if your USG FLEX 100(5202L13100839) has not been configured before and/or already has the factory default
configuration.

1. Back up your current configuration before passing management to Nebula. Log into the web configurator. and go o
Maintenance > File Manager > Configuration File. Select startup-config.conf, then click Download.

2. Reset the USG FLEX 100(S202L13100839) to the factory defaults by pushing the Reset button until the port connection LEDs tum off
[after about 5 seconds). Your USG FLEX 100(3202L1310083%) will reboot to the factory defaults and all previous configurations will
be erased.

. Connect the power port to an appropriate power source and fum on the USG FLEX 100(S202L13100839).

4. Use an Ethemet cable to connect the WAN port (P2) of the USG FLEX 100({$202L13100839) to the Ethemnet port of a device that will

provide Internet access.

5. Use another Ethemet cable fo connect the LAN port [P4) of the USG FLEX 100({5202113100839) to your computer. Make sure your

computer can receive an P address automatically [this is the default for all computers so the computer should be fine unless you
changed If).
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4. Wait for the 8YS LED to tum solid green, Allow Nebula to MCII"IC]QG MV Device to your web browser. You will
see a screen saying that Nebula regisir -

7. When you see a screen saying Nebula registration has succeeded, management of your USG FLEX 100{5202L1310083%) has
passed to Nebula Confrol Center (NCC).
8. Go to Nebula Control Center get started monitoring and configuring your security appliance.

Alternative Procedure Using USB
Try this alternative with a USB disk drive if you prefer not to use a computer connection to the USG FLEX 100(S202L13100839).

1. See the previous note and follow steps 1 to 3 as before.

2. Use an Fthemet cable to connect the WAN port (P2) of the USG FLEX 100({5202L13100839) to the Ethemet port of a device that will
provide Infernet access.

. Connect the USB disk drive to your computer and save the attached JSON file in this email o the root folder of the USB drive.

4. Wait for the $Y§ LED 1o fum solid green. Then connect the U3B drive to the USG FLEX 100(S202L13100839).

£ Thea Kaka e addminictratar choonild memiar mhasl i Hhe T2 FLEY 1ANTMISOND1 12TNANR20Y ic Anlima imdicatine Klabkaala raosictrotiom o
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3.15 Conduct ZTP process.

A centrally managed portal to unlock your business potential

Please do not refresh this page while device registration is in progress.
a few minutes.

This might take

e 2. ©

Zero Touch Provisioning (ZTP) process succeeded!

Go to Nebula Control Center

3.16 Log in NCC and check the online appliance status.

[ -

@ Appliance Status

1n

Online

15..

CPU Usage

D Maobile router

No Mobile router

5§ Customize

] want Throughput

1.32.

Kbps

3.37+

Kbps

Congratulations on finishing your firewall setup on
Nebula! Enjoy advanced protection with easy

management!




