L2TP Setup Guide
(NAT Enabled with Global Pool)



Scenario 3: NAT Enabled with Global Pool

DSL CPE

LANIP; 192.168.1.1
Global Pool/29

[ 41.1.09 I 41.1.0.10 I 411011 ] 411.0.12 I 41.1.013 I 41.1.0.14 ]

NAT|

PPPOE
196.10.1.1 (Dynamic)

Ethernet Port Ethernet Port Ethernet Port Ethernet Port

Host IP: Host IP: Host IP: Server IP:
192.168.1.2 192.168.1.3 192.168.1.4 192.168.1.5
Gateway: Gateway: Gateway: Gateway:
192.168.1.1 192.168.1.1 192.168.1.1 192.168.1.1

DATE: 08/08/2013

Dailer ( WAN )

197

Default Route
0.0.0.0

Example:
Source (192.168.1.2) ---> NAT (41.1.0.9) ---> google.com

NAT Rules:
A: Many-to-1-192.168.1.2-4 t0 41.1.0.9
B: 1-t0-1-192.168.1.510 41.1.0.14

Background:
L2TP Client side IP not routable

VERSION: 1.0



L2TP (NAT Enabled with Global Pool)

Scenario 3

e Open your web browser and type in the address bar the LAN IP of the P-2812HNU-F1
(default LAN IP is 192.168.1.1)
e You are now at the login page of the P-2812HNU-F1

Welcome
Welcome to P-281 1 configuration interface. Please
enter username and jord to login.

Username:

Password: eeee |

e Default Username = admin
e Default Password =1234
e C(Click on the Login button

Change Password
Itis highly recommendedto s
of using the default one for security con

New Password: I

Verify New Password:

e At this Change Password-page you can click on Skip or you can change the Password of the
admin account (your choice)



ZyXEL r-28126NUF1 Language :[ENEIM B Logout

LAN Device Viewing mode: Refresh Interval:

>

Internet

Check the problems

{U-F1 i

Connection Status

e You are now logged into the GUI of the P-2812HNU-F1; No PPPoE connection has been
setup, hence the reason the Internet line in the diagram is red
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S EaTEs Viewing mode: A = Refresh Interval:

>

Internet

P-2812HNU-F1

Connection Status

e Mouse over the Network Setting tab



ZyXEL P-2812HNU-F1 1= | ogout

LAN Device

»

Internet

> Broadband

Connection Status

e Click on Broadband

ZyXEL P-2s121NU-F1 Langua E Logout

Broadband
Broadband ELTE T

You can configure the Internet settings of this device. Correct configurations build successful Internet connection.

Switch WAN Mode

Type : Switch WAN Interface

Add new WAN Interface

Internet Setup

Enabled Enabled Yes

EtherV... EtherW... Routing PPPoE  IPv4 Only
1Pv4 Only Enabled Enabled Yes

AdsIW. ADSL Routing PPPoE

VdsIW.. VDSL Routing PPPoE  IPv4 Only Enabled Enabled Yes

Network Setting

e Click on Edit AdsIWAN interface (click on the paper icon on the right hand side under the
Modify heading)



WAN Interface Edit

General

Name AdsIWAN1

Type ADSL -

Mode Routing «

WANServiceType © PPP over Ethernet(PPPoE)

PPPoE Passthrough ]

IPvB/IPv4 Mode: IPv4 Only

VLAN

Enable VLAN ]

Enter 802.1P Priority [0-7]

Enter 802.1Q VLAN 1D [1-4094] (3900 ~ 2905 are resenved.)

ATM PVC Confiauration

e Onthe WAN Interface Edit page, scroll down to the PPP Information section

AN Interface Edit

VPI[0-255]: g

VCI [32-65535] 35

DSL Link Type EoA

Encapsulation Mode : LLC/ISNAP-BRIDGING
Senvice Category © UBR WithoutPCR  «

PPP Infomation

PPPUserName 1cap.busdsl.co.za
PPPPassword sssssss
Authentication Method Auto

Use Static [P Address =]

Dial on demand (with idle timeout timer) ]

MTU

e On the PPP Information section, enter your PPPoE Username and PPPoE Password (PPPoE
account details provided by your ISP)



WAN Interface Edit

MTU

Routing Feature
NAT Enable :

Address Mapping Enable
Address Mapping Set:
IGMP Proxy Enable

EE-.O08

Apply as Default Gateway

DNS Server
@ Dbtain DNS infa Automatically
) Use the following Static DNS IP Address

6to 4 Tunnel
DEIQATunneling

e Scroll down and click on Apply once the PPPoE details has been entered

Loading..

e P-2812HNU-F1 applying the PPPoE details that was entered



Broadband

Broadband

You can configure the Internet settings of this device. Correct configurations build successful Internet connection

Switch WAN Mode
Type

Add new WAN Interface

Internet Setup

Switch WAN Interface

English - E Logout

EtherW._.. Etherw.
AdsIW._ ADSL

VdsIW. VDSL

Routing
Routing

Routing

PPPoE  IPvd Only
PPPoE  IPv4 Only
PPPoE  IPv4 Only

Enabled  Enabled
Enabled Enabled

Enabled  Enabled

e PPPOE details has been applied to the P-2812HNU-F1

ZyXEL r-2312HNU-F1

Broadband
et e B 3G Backup |

You can configure the Internet settings of this device. Correct configurations build successful Internet connection

Switch WAN Mode
Type

Add new WAN Interface

Internet Setup

Switch WAN Interface

& Logout

EthertV_. EtherW.
AdsIW. ADSL

VdsIW. VDSL

Routing
Routing

Routing

PPPoE  IPv4 Only
PPPoE  IPv4 Only

PPPOE  IPv4 Only

Enabled  Enabled
Enabled Enabled

Enabled  Enabled

Hetwork Setting

e Click on the Connection Status tab
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LAN Device Viewing mode: i!i Refresh Interval:

.

Internet

<

P-2812HNU-F1

Connection Status

e PPPoE details has been correctly entered, the diagram show that an internet connection is
up (the internet line changed from red to green)
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DA DS Viewing mode: [y Refresh Inervat

&

Internet

2.

P-2812HNU-F1

&

Connection Status

e Mouse over the Security tab
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LAN Device

Internet

» LZTP VPN

s @ Y

Connection Status

e Click on L2TP VPN

ZyXEL r-2s12HNUF1 B & Logout

L2TP VPN
O Monitor |

Using L2TP VPN or L2TP over IPSec VPN to creat a security tunnel.

Type
Type Select Dial out

Dial out Details
Dial out [T Active
MName
Server IP Address(or Domain Name)
Connection Type LAN to LAN
Peer Network IP Address
Peer Network Mask
NAT [ZIEnante

Address Mapping Enable ]

Address Mapping Set: 1«
Auth. Type pap [Vl cHAP

e L2TP VPN setup page



ZyXEL r-2s121nU-F1

L2TP VPN
[N Monitor |

Using L2TP VPN or L2TP over IPSec VPN to creat a security tunnel.

Type
Type Select

Dial out Details
Dial out
Name
Server IP Address(or Domain Name)
Connection Type
Peer Network [P Address
Peer Network Mask
NAT
Address Mapping Enable
Address Mapping Set
Auth. Type

Dial out

] active
MWEB-TUN
196.22 160 214
LAN to LAN
00.00

00.00
[¥|Enable

1 -

PaP [Vl CHAP

Always use Dial out with Connection Type set to LAN-LAN

NAT must be Enabled

Address Mapping must be Enabled
Address Mapping Set must be set to 1

ZyXEL r-2:120nU-F1

T
Connection Type

Peer Network IP Address
Peer Network Mask

NAT

Address Mapping Enable
Address Mapping Set :

Auth. Type

User Name

Passwaord

Tunnel Authentication

Secret

Remote Host Name(Optional)

Local Host Name(Optional)

L2TP over IPsec

IPsec

LAN to LAN

0.0.00

0.0.00
Enable

1 -

AP [¥]cHAP
21281539@uncap.busdsl.coza
seenans

[CIEnable

[[IEnable

-

Language

T

N Eroicn |

E Logout

& Logout

Once all the L2TP details have been entered (L2TP details provided by your ISP), click on

Apply
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L2TP VPN
setup T

Using L2TP VPN or L2TP over IPSec VPN to creat a security tunnel.

Type
Type Select Dial out =

Dial out Details
Dial out
MName
Server IP Address(or Domain Name)
Connection Type
Peer Network IP Address
Peer Network Mask
NAT
Address Mapping Enable
Address Mapping Set:
Auth. Type

e Mouse over the Network Setting tab
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L2TP VPN
(ST Monitor |

Using L2TP VPN or L2TP over IPSec VPN to creat a security tunnel.

Type
Type Select Dial out ~

Dial out Details
Dial out
MName
Server IP Address(or Domain Name)
Connection Type
Peer Network IP Address
Peer Network Mask
NAT
Address Mapping Enable :

Address Mapping Set

Auth. Type

e Click on Static Route
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Routing

Static Route

The purpose of Static Route is to save time and bandwidth usage when LAN devices within an Intranet are transferring files or packets, especially when there are more
than two Internet connections available in your home or office.

Add New Static Route

Network Setting

e (Click on Add New Static Route

Add New Static Route

[T active
Route Name :

Destination IP Address
IP Subnet Mask
Gateway IP Address :

Bound Interface O Notavailiable

e Add New Static Route page



Add New Static Route

Active
Route Mame MWEB-LNS

Destination IP Address 196.22.160.214

IP Subnet Mask : 255 255 255 255
Gateway |IP Address

Bound Interface AdSIWANT  »

e Active should be checked to enable this route

e Give the route a descriptive name

e Enter Destination IP Address, IP Subnet Mask and Gateway IP Address (if applicable)
provided by your ISP

e Bound the LNS IP address over the AdsIWAN1 interface (your ISP will provide you with the
required information)

e Click on Apply

zyxE’_ P-2812HNU-F1 languag;: E Logout

Routing

Static Route

The purpose of Static Route is to save time and bandwidth usage when LAN devices within an Intranet are transferring files or packets, especially when there are more
than two Internet connections available in your home or office

Add New Static Route

MWEB-LNS 196.22 160.214 19787 2151 255255255 255 AdsIWAN1 ;M

PSR

Network Setting

e Static Route rule has been created



ZyXEL r-2512HNU-F1 G Logout

Routing
staticRoute TR

The purpose of Static Route is to save time and bandwidth usage when LAN devices within an Intranet are transferring files or packets, especially when there are more
than two Internet connections available in your home or office.

Add New Static Route

MWEB-LNS 196.22.160.214 197.87.215.1 255.255.255.255 AdsIWANA

> Dynamic DM

2In

e Mouse over the Network Setting tab

ZyXEL r-2s12HNUF1 a Engish - [ERURTRN
Routing

(IR OO IPv6 Static Route |

The purpose of Static Route is to save time and bandwidth usage when LAN devices within an Intranet are transferring files or packets, especially when there are more
than two Internet connections available in your home or office

Add New Static Route

MWEB-LNS 196.22.160.214 197.87.2151 255.256.255.255 AdsIWAN1

Network Setting

e Click on NAT
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a English ~
NAT

Port Forwarding | DMz | nical

E Logout

Port Forwarding is commenly used when you want to do some Internet activities, such as online gaming, P2P file sharing, or even hosting servers on your network. It
creates a bridge in order to let a party from the Internet contact a specific LAN client on your network correctly.

The TCP port 7676 is reserved for TRO69 connection request port.

Network Setting

On the NAT page, click on the Address Mapping tab
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English
NAT

E Logout

| Mz | Address Mapping lsaicl

The Address Mapping allows you to map the local IP address(es) to global IP address(es) accordingly.

ocal Start IP

&

Network S

On the Address Mapping tab, click on the Add button



Senice Name One-to-One

WAN Interface EtherWVANT «

Local StartIP
Local End IP
Global Start IP
Global End IP
Mapping Set

e Add Address Mapping rule page

Senice Name One-do-One [ +]
WAN Interface e
Local Start IP Many-to-Many
Local End IP

Global Start IP

Global End IP

Mapping Set

e At the Service Name, click on the drop down list and select Many-to-One (Many-to-One
allows for more than one private IP address internet breakout via the L2TP Tunnel interface)



Service Name Wany-to-One  +

WAN Intertace EtheriANT [~
EtherWAN{
Local Start IP
oealia AdSIWAN
Local EndIP VdsIWAN1
3G
Global Start IP

Global End IP

Mapping Set

e At the WAN Interface, select the newly created L2TP Tunnel

Add

Senice Name Many-to-One -
WAN Interface MWEB-TUN ~
Local Start IP 192.168.1.33
Local End IP 192.168.1.65
Global Start IP 41.134.63.9
Global End IP

Mapping Set 1.

e Setup an Address Mapping rule (NAT rule that NAT’s the private IP to a global pool IP), as the
L2TP client side IP is not routable. This rule will allow breakout to the internet via the L2TP
tunnel (L2TP is setup as default route).

e Local Start IP and Local End IP — specify the DHCP pool.

e Global Start IP (use the 1* available global pool IP). Your ISP will provide you with the global
pool IP.

e Click on Apply
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NAT
| paz | ceccions | i ' ac |
Address Mapping

The Address Mapping allows you to map the local IP address(es) to global IP address(es) accordingly.

192.168.1.33 192 168.1.65 41134639 41.134.639 Many-to-One

e Address Mapping rule has been created
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NAT
DM7 | Seccione | "
| omz | AddressMapping T

The Address Mapping allows you to map the local IP address(es) to global IP address(es) accordingly.

192.168.1.33 192.168.1.65 41.134.63.9 41.134.63.9 Many-to-One

e Mouse over the Security tab



ZyXEL r-2812HNU-F1

NAT
" DMZ. | Sescions | . T
Address Mapping

The Address Mapping allows you to map the local IP address(es) to global IP address(es) accordingly.

" English ~ E Logout

192.168.1.33 192 168.1.65 41134639

41134639 Many-to-One

» L2ZTP VPN

& @

Network Setting

Click on L2TP VPN

ZyXEL p-2s121nU-F1

L2TP VPN
PETT  monitor

Monitor Page will show the active L2TP connection status

English & Logout

Dialin Remote Access
Dial out 9 LAN to LAN

1024172207

197.81146 2 |

Click on the Monitor tab; this will indicate the status of the L2TP tunnel.



