L2TP Setup Guide
(NAT Disabled)



Scenario 1: L2TP NAT Disabled
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L2TP (NAT Disabled)

Scenario 1
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Log into the GUI of the P-2812HNU-F1 (default LAN IP is 192.168.1.1)
Default Username/Password: admin/1234
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Mouse over Network Setting tab in the GUI.
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Connection Status

e Click on Broadband

ZyXEL r-2120n0F1 B Logout

Broadband
Broadband R

You can configure the Internet settings of this device. Correct configurations build successful Internet connection

Switch WAN Mode

Type : Switch WAN Interface

Add new WAN Interface

Internet Setup

EtherW... Etherw.. Routing IPv4 Only Enabled Enabled

Enabled Enabled Yes

AdsIW. ADSL Routing IPv4 Only

VdsIW. VDSL Routing IPv4 Only Enabled Enabled Yes

e On the Broadband page, click on edit AdsIWAN interface (click on the paper icon on the right
hand side under Modify).



WAN Interface Edit

General

Name : AdsIWAN1
Type : ADSL -
Mode : Routing

WANSeniceType : PPP over Ethernet(PPPoE) «

PPPoE Passthrough ]

IPvEPv4 Mode: IPv4 Only

VLAN

Enable VLAN ]

Enter 802.1P Priority [0-7] :

Enter 802.1Q VLAN ID [1-4094] : (3900 ~ 3905 are reserved.)

ATM PVC Confiauration

e On the edit page of the AdsIWAN interface, scroll down to PPP Information

WAN Interface Edit =

VPI[0-255] 8 i
VCI[32-65535]

DSL Link Type : EoA

Encapsulation Mode LLC/SNAP-BRIDGING

Service Category UBR Without PCR  «

PPP Infomation

PPPUserName : Jl08@wadsl.local
PPPPassword casessed
Authentication Method : Auto

Use Static IP Address 8

Dial on demand (with idle timeout timer) =

MTU

e On the PPP Information section, enter your PPP Username and PPP Password (PPPoE details
that your ISP provided you with)



VAN Interface Edit

MTU

Routing Feature
MNAT Enable

Address Mapping Enable
Address Mapping Set:
IGMP Proxy Enable :

o
1

Apply as Default Gateway

DNS Server
@ Obtain DNS info Automatically
(@) Use the following Static DNS IP Address

610 4 Tunnel
Dﬁtaﬂunne\lng

e Scroll down to the bottom of the page and click on Apply once PPPoE username and PPPoE
password has been entered.

Loading...

e P-2812HNU-F1 is busy applying the PPPoE details
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LAN Device

Viewing mode: | Refresh Interval:
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Connection Status

e After you have clicked on Apply at the AdsIWAN interface edit page, move to the Connection
Status tab to see if internet is available (if the PPPoE details was entered correctly and Apply
was clicked, the internet line will be green, same as above screen shot). Internet line will
remain red if PPPoE details was incorrectly entered or if DSL connection is not available.
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Connection Status

e Mouse over the Network Setting tab
e C(Click on Home Networking
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Home Networking
US|  StaticDHCP | UPnP  File Sharing | Media Server | Printer Server |

The LAN IP address here is the IP address for you to login the configuration interface. The DHCP Server settings decides the rules how it assigns IP addresses to the
LAN clients on your network.

LAN: Default ~
LAN IP Setup
IP Address : 192.168.1.1
Subnet Mask 255.255.255.0

DHCP Server State
DHCP @ Enable © Disable

IP Addressing Values
IP Pool Starting Address 192.168.1.33
Pool Size 32

DNS Values
DME Server 1: DNE Proxy ~ [192.168.1.1
DNS Server2:

Network Setting

e Home Networking page

ZyXEL r-2312HNU-F1 Language - [EXIEURd = Logout

LAN clients on your netwark

LAN : Default ~
LAN IP Setup
IP Address 41.193.95.80
Subnet Mask: 255 255 255 248

DHCF Server State
DHCP ) Enable @ Disable

IP Addressing Values
IP Pool Starting Address : 41.193.95.81
Pool Size 4

DNS Values
DNS Server 1 DNS Proxy 192.168.1.1
DNS Senver 2 From ISP 196.41.0.10
DINS Server 3 MNone

LAN IPvE address Setup
@ Delegate prefix from WAN

) Static Configuration

I & @

Hetwork Setting

e Change the IP Address to one of the Global pool IP Addresses received from your ISP
e Change the Subnet Mask to /29 or /30 ... (information that you received from your ISP)
e Disable DHCP (to Disable DHCP adjust the DHCP pool and the pool size)



ZyXEL r-25120n0-F1

English - & Logout

ULA IPvE address Setup
ULA IPvE Address
LAN IPv6 Address assign Setup
(C5tateless + DNS send by RADVD (DHCPYE server disable)

@5tateless + DNS send by DHCPVE (DHCPVE server enable)

(Ogtateful + DHCPVE Server (DHCPVE server enable)
(Ogtateful + DHCPVE Relay (DHCPVE Relay enable)
DHCPvE Configuration
DHCPvE State :
IPvE DNS Values
IPv6 DMS Server 1

DHCPv6 Server

From ISP

IPvG DME Server 2 From ISP

IPvG DME Server 3 From ISP

IPvE Router Advertisement State

RADVD Enable

& @

Network Setting

e Scroll down and click on Apply

You have to reassign your PC’'s Web page ip manually.

e Once you have clicked on Apply, you need to give your PC a static IP Address.



Loading..
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LAN Device

.

Internet
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Connection Status

e lLoginto the GUI of the P-2812HNU-F1 with the new LAN IP
e Mouse over the Security tab
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LAN Device

Internet

> L2TP VPN

s & Y

Connection Status

e C(Clickon L2TP VPN

ZyXEl. P-2812HNU-F1 E Logout

L2TP VPN
L0 Monitor |

Using LZTP VPN or L2TP over IPSec VPN to creat a security tunnel.

Type
Type Select Dial out «

Dial cut Details
Dial out [ Active
Name
Server IP Address(or Domain Name)
Connection Type LAN to LAN
Peer Network IP Address
Peer Network Mask
NAT [CIEnable

Address Mapping Enable )

Address Mapping Set: 1 -
Auth. Type PAP (V] CHAP

e This is the page where you can setup the L2TP VPN



ZyXEL r-212HNU-F1

Type Select

Dial out Details

Dial out

Mame

Server IP Address(or Domain Name)

Connection Type

Peer Network IP Address
Peer Network Mask

NAT

Address Mapping Enable ©
Address Mapping Set:
Auth. Type

User Name

Password

Tunnel Authentication

Secret

Remote Host Name(Optional)

Local Host Mame(Optional)

L2TP over IPsec

[ Active
VOX-VPN-TUN
196.41.65

LAM to LAN
0000

0.0.00

[ Enasle

]

1~

PAP [Vl CHAP
806167 @I2tpvoxsdsl.coza
ssens

[CIEnasie

Language : FEIEIIRS

& Logout

e Typical setup for the L2TP-NAT disabled solution (L2TP setup as default route).
e Connection Type (Always use LAN-LAN)
e Disable NAT on the L2TP VPN interface

ZyXEL r-2312HNUF1

s orooma
Connection Type

Peer Network IP Address
Peer Network Mask

NAT

Address Mapping Enable -
Address Mapping Set
Auth. Type

User Name

Password

Tunnel Authentication

Secret

Remote Host Name(Qptional)

Local Host Name(Qptional)

L2TP over IPsec

IPsec

LAN to LAN

0.0.00

0000

[T Enable

]

1~

paP (Y] CcHAP

806167 @I2tpvoxsdsl.coza
assss

[TIEnable

[“IEnable

Once details has been entered, click on Apply

Language : IEIEIIRS

E Logout




Loading..

o After settings has been applied, move to the Connection Status tab
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LAN Device Viewing mode: i!i Refresh Interval:
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Connection Status

e Mouse over the Network Setting tab



ZYyXEL p-2s121nU-F1 = BRI £ Logou

LAN Device

.

Internet
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> Static Route

Connection Status

e Click on Static Route

ZyXEL p-25120NUF1 (e = Logost

Routing

i | 1PV6 Static Route |
Static Route

The purpose of Static Route is to save time and bandwidth usage when LAN devices within an Intranet are transferring files or packets, especially when there are more
than two Internet connections available in your home or office.

Add New Static Route

e C(Click on ‘Add New Static Route’



Add New Static Route

[ Active
Route Name :

Destination IP Address

IP Subnet Mask

Gateway IP Address

Bound Interface [ Motavailiable

e Add New Static Route-page

Add New Static Route

[ Active

Route Name VOX-LNS
Destination IP Address 196.416.5

IP Subnet Mask : 255255 255 255
Gateway IP Address

Bound Interface AdsIWAN1T

Bound the LNS IP address (information received from ISP) over the AdsIWAN1 interface
e This step is shown in the above screenshot

e After details has been entered, click on Apply



Loading...

e Ruleis being created
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Routing

LRI Py6 Static Route |

The purpose of Static Route is to save time and bandwidth usage when LAN devices within an Intranet are transferring files or packets, especially when there are more
than two Internet connections available in your home or office.

Add New Static Route

VOX-LNS 196.416.5 196.209.211.1 255.255.255.255 AdsIWAN1

Network Setting

e Rule has been created
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Routing

i | IPvE Static Route |
Static Route

The purpose of Static Route is to save time and bandwidth usage when LAN devices within an Intranet are transferring files or packets, especially when there are more
than two Internet connections available in your home or office

Add New Static Route

VOX-LNS 196.416.5 196.209.211.1 255.255.255.255 AdsIWAN1

&

Hetworl

e Mouse over the Security tab
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Routing
staticRoute TETTIT

The purpose of Static Route is to save time and bandwidth usage when LAN devices within an Intranet are transferring files or packets, especially when there are more
than two Internet connections available in your home or office

Add New Static Route

VOX-LNS 196.416.5 196.209.211.1 255.255.255.255 AdsIWAN1

> L2TP VPN

e Click on L2TP VPN
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L2TP VPN

Monitor Page will show the active L2TP connection status

Type iy Connection Type Tunnel Connected Call Connected Local IP Address Remote IP Address
Dialin Remote Access None Mone Mone
| Dial out Q LAN to LAN Q 1 4119313529 41193.135.30 |

e Move to the Monitor tab
e Once at the Monitor tab, you will be able to see if the L2TP tunnel is up or down
e L2TP VPN tunnel is up as shown in the above screenshot



