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WiFi Expansion
with Centralized
Management

AP Controller Technology
: : /yxelonenetwork
SOIUtlon Brlef Redefining network integration



Budget-friendly
One Network Solution

With massive growth of mobile devices, the expectation
for a secure, reliable and high-performance wireless
experience is no difference to companies of all sizes.
Zyxel brings versatility and reliability to wireless network
solution through its advanced AP Controller (APC)
technology, enabling WLAN management option not
only on NXC WLAN controller but also on Zyxel security
appliances.

Key Benefits

Best TCO
o Lower initial investment on equipment procurements

e Less configuring and maintaining efforts on multiple
devices

Pay as You Grow

¢ Scalable license-based WiFi AP management for more
flexibility

e myZyxel.com offers a single friendly portal for
managing the licensed services

FAP Controller TechniBliog

With APC technology on USG/ATP series, SMBs or
enterprises can scale up their wireless network on
demand, manage wired and wireless network through a
single console and enjoy One Network Experience.

Comprehensive AP Portfolio

+ Wall mount, ceiling mount or even wall-plate
installation for different needs

« Indoor/outdoor wide-coverage installation for all

locations

« Comprehensive technology options: ultra-high speed
Tac Wave 1and Wave 2 and smart antenna technology
for high-density deployments

Application diagram

SMB

Zyxel's USG/ATP series integrates AP Controller Zyxel provides a wide range of wireless controller
Technology. It performs business Gateway, anti-malware  choices for different deployment scale and demand.
protection and WiFi centralized management at the

same time.
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Hotel

Apart from performing business Gateway and AAA
Gateway, ZyWALL, USG, ATP series are also able to
perform WiFi centralized management with built-in AP
Controller Technology or adding hotspot management
license (ZyWALL and USG).
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Internet

Zyxel APC solution is ideal for lean-IT resource in hotel
industry, providing a single, easy-to-management
platform for both wired and wireless network.
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Education

Digital learning is essential in today’s education
environment and leads to high density wireless network
requirement.
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Zyxel APC technology controller can manage up to
1026 APs, together with smart antenna APs providing
high scalability and outstanding performance in
campus deployment.
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Feature matrix

APC Version APC3.4 APC3.0
Client RSSI threshold Yes Yes
Dynamic channel selection DCS3.0 DCS3.0
Band steering (Band select) Yes (2.0) Yes (2.0)
Auto power (Auto healing) Yes Yes
Wireless client capability information Yes -

Channel utilization Yes -

Security Control

Supported models

APC APC3.4
Technology

Wireless Controller ZyWALL USG ZyWALL VPN
Series

Applied NXC2500
Products NXC5500

ATP100/100W™ USG40/40W/60/60W ZyWALL 10/310
ATP200/500/700"/800 | USG110/210/310 ZyWALL 1100

USG1100/1900 VPN50/100/300

USG2200 Series

MAC filtering Yes Yes
Blocking intra-BSS traffic Yes Yes
Role-based access control Yes Yes
Wireless L2 isolation Yes Yes [ ST
Rogue AP detection in Monitor mode Yes Yes NXC2500
Rogue AP detection in AP mode Yes -
AAA (Authentication, Authorization, Accounting)
MAC authentication with local database Yes Yes % =
MAC authentication with external radius Yes Yes NXC5500 VPN50 /1(;)7300
Captive portal (internal & external) Yes Yes ATP200/500/700/800
Captive portal customizable web login page Yes Yes T
Dynamic guest account Yes Yes S seeees B
RADIUS authentication Yes Yes USG1100/1900 USG2200 Series
Microsoft AD authentication Yes Yes
LDAP authentication Yes Yes Supported WAC6502D-E WAC6502D-E WAC6502D-E WAC6502D-E
Embedded RADIUS server Yes Yes managed AP WAC6502D-S WAC6502D-S WAC6502D-S WAC6502D-S
RADIUS accounting Yes Yes WACG6503D-S WACGB6503D-S WACG6503D-S WACB6503D-S
RADIUS session resumption Yes Yes WACB6553D-E WACGB553D-E WACB6553D-E WACGB553D-E
Log-out page Yes Yes WACG6103D-I WAC6552D-S WACG6552D-S WACG6552D-S
8021X accounting with managed AP Yes Ves WACS5302D-S WACG6303D-S WAC6303D-S WAC6303D-S
NWAS121-NI WACS5302D-S WACS5302D-S WACS5302D-S
AP load balancing Yes (1.5) Yes (1.5) NWAS123-NI NWAS123-AC HD NWAS123-AC HD NWAS123-AC HD
Smart classroom load balancing Yes Yes NWA5301-NJ NWA5123-AC NWA5123-AC NWA5123-AC
802.11r/k/v support for Fast Roaming enhancement Yes Yes, 80211r only NWAS5121-NI NWAS5121-NI NWAS5121-NI
WLAN station bandwidth limiting Yes Yes NWAS123-NI NWAS123-NI NWAS123-NI
NWAS30+N NWASI0VN NWAS30+N
Data tunneling Yes Yes For\ivord compatible Forv*vard compatible For\ivord compatible
APs™ (1lax AP) APs™ (1lax AP) APs™ (11lax AP)
ZyMesh Yes Yes
ZWO (Zyxel Wireless Optimizer) AP planning Yes Yes Default NXC2500: 8 ATP100/100W: 2 USG40/40W/60/60W:2  ZyWALL 110/310: 2
ZWO (Zyxel Wireless Optimizer) coverage detection Yes Yes managed AP NXC5500: 64 ATP200/500/700/800:2 USG110/210/310: 2 ZyWALL 1100: 2
AP group Yes Yes number USG1100/1900: 2 VPN50: 4
CAPWAP discovery method Yes Yes VPN100/300: 4
NebulaFlex Pro support on NWA5123-AC HD & WAC6303D-S  Yes - USG2200 Series: 2
Proxy ARP per SSID on AP Yes - Maximum NXC2500: 64 ATP100/100W: 10 USG40/40W/60/60W: 18 ZyWALL 110/310: 34
Fallback SSID when controller offline Yes - managed AP NXC5500: 1024 ATP200: 18 USG110/210/310: 34 ZyWALL 1100: 130
Diagnostic Tool number ATP500: 34 USG1100/1900: 130 VPNGS5O: 36
Wireless frame capture Yes Yes ATP700:130 VPN100: 68
ATP800: 130 VPN300: 132

AP Broadcast counter Yes -
High Availability
Primary/Secondary controller support Yes Yes

USG2200 Series: 1026

*1: Supported form ZLD4.36.

License SKU *2: From APC3.0, commercial gateways supporting APC technology are able to recognize APs with FW release higher than APC3.0 as Forward
Compatible APs. Customers are able to introduce new AP technology with basic features support while staying with existing APC device FW
MAPS Yes Yes if needed.

ZyMesh license Yes* Yes*
*: NXC series support one Root AP for ZyMesh by default. To support more Root APs, NXC series needs ZyMesh license.
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ZYXEL

Your Networking Ally

Corporate Headquarters

Zyxel Communications Corp.

Tel: +886-3-578-3942

Fax: +886-3-578-2439
Email: sales@zyxel.com.tw
http://www.zyxel.com

Europe

Zyxel Belarus

Tel: +37517 334 6099
Fax: +875 17 334 5899
Email: sales@zyxel.by
http://www.zyxel.by

Zyxel BeNeLux

Tel: +3123 555 3689
Fax: +8123 557 8492
Email: sales@zyxel.nl
http://www.zyxel.nl
http://www.zyxel.be

Zyxel Bulgaria
(Bulgaria, Macedonia,
Albania, Kosovo)

Tel: +3592 4443343
Email: info@cz.zyxel.com
http://www.zyxel.bg

Zyxel Czech Republic

Tel: +420 241 091 350
Hotline: +420 241774 665
Fax: +420 241 091 359
Email: sales@cz.zyxel.com
http://www.zyxel.cz

Zyxel Denmark A/S
Tel: +45 39 55 07 00
Fax: +45 39 55 07 07
Email: sales@zyxel.dk
http://www.zyxel.dk

Zyxel Finland

Tel: +358 9 4780 8400
Email: myynti@zyxel.fi
http://www.zyxel fi

Zyxel France

Tel: +33 (0)4 72 52 97 97
Fax: +33 (0)4 72 52 19 20
Email: info@zyxel.fr
http://www.zyxel.fr

Zyxel Germany GmbH
Tel: +49 (0) 2405-6909 O
Fax: +49 (0) 2405-6909 99
Email: sales@zyxel.de
http://www.zyxel.de

Zyxel Hungary & SEE
Tel: +36 1848 0690
Email: info@zyxel.hu
http://www.zyxel.hu

Zyxel Iberia

Tel: +34 911 792 100
Email: ventas@zyxel.es
http://www.zyxel.es

Zyxel Italy

Tel: +39 011 2308000
Email: info@zyxel.it
http://www.zyxel.it

For more product information, visit us on the web at www.zyxel.com

Copyright © 2019 Zyxel Communications Corp. All rights reserved. Zyxel, Zyxel logo are registered
trademarks of Zyxel Communications Corp. All other brands, product names, or trademarks mentioned
are the property of their respective owners. All specifications are subject to change without notice.

Zyxel Norway

Tel: +47 22 80 6180
Fax: +47 22 80 6181
Email: salg@zyxel.no
http://www.zyxel.no

Zyxel Poland

Tel: +48 223 338 250
Hotline: +48 226 521 626
Fax: +48 223 338 251
Email: info@pl.zyxel.com
http://www.zyxel.pl

Zyxel Romania

Tel: +40 310809 888

Fax: +40 310809 890
Email: info@cz.zyxel.com
http://www.zyxel.ro

Zyxel Russia

Tel: +7 (495) 539-9935
Fax: +7 (495) 542-8925
Email: info@zyxel.ru
http://www.zyxel.ru

Zyxel Slovakia

Tel: +421 220 861847
Hotline: +421220 861848
Fax: +421243 193 990
Email: info@cz.zyxel.com
http://www.zyxel.sk

Zyxel Sweden A/S
Tel: +46 8 55 77 60 60
Fax: +46 8 55 77 60 61
Email: sales@zyxel.se
http://www.zyxel.se

Zyxel Switzerland

Tel: +41(0)44 806 51 00
Fax: +41(0)44 806 52 00
Email: info@zyxel.ch
http://www.zyxel.ch

Zyxel Turkey A.S.

Tel: +90 212 314 18 00
Fax: +90 212 220 25 26
Email: bilgi@zyxel.com.tr
http://www.zyxel.com.tr

Zyxel UK Ltd.

Tel: +44 (0) 118 9121 700
Fax: +44 (0) 118 9797 277
Email: sales@zyxel.co.uk
http://www.zyxel.co.uk

Zyxel Ukraine
Tel: +380 (50) 440 88 61

Email: evelichko@zyxel.eu

http://www.zyxel.ua

Asia

Zyxel China (Shanghai)
China Headquarters
Tel: +86-021-61199055
Fax: +86-021-52069033
Email: sales@zyxel.cn
http://www.zyxel.cn

Zyxel China (Beijing)
Tel: +86-010-62602249
Email: sales@zyxel.cn
http://www.zyxel.cn

Zyxel China (Tianjin)
Tel: +86-022-87890440
Fax: +86-022-87892304
Email: sales@zyxel.cn
http://www.zyxel.cn

Zyxel India

Tel: +91-11-4760-8800
Fax: +91-11-4052-3393
Email: info@zyxel.in
http://www.zyxel.in

Zyxel Kazakhstan
Tel: +7-727-2590-699
Fax: +7-727-2590-689
Email: info@zyxel.kz
http://www.zyxel.kz

Zyxel Korea Corp.
Tel: +82-2-890-5535
Fax: +82-2-890-5537
Email: sales@zyxel.kr
http://www.zyxel.kr

Zyxel Malaysia

Tel: +603 2282 1111

Fax: +603 2287 2611

Email: sales@zyxel.com.my
http://www.zyxel.com.my

Zyxel Middle East FZE

Tel: +971 4 372 4483

Cell: +971 562146416

Email: sales@zyxel-me.com
http://www.zyxel-me.com

Zyxel Philippine
Email: sales@zyxel.com.ph
http://www.zyxel.com.ph

Zyxel Singapore

Tel: +65 6339 3218

Hotline: +65 6339 1663
Fax: +65 6339 3318

Email: sales@zyxel.com.sg
http://www.zyxel.com.sg

Zyxel Taiwan (Taipei)

Tel: +886-2-2739-9889

Fax: +886-2-2735-3220

Email: sales_tw@zyxel.com.tw
http://www.zyxel.com.tw

Zyxel Thailand

Tel: +66-(0)-2831-5315
Fax: +66-(0)-2831-5395
Email: info@zyxel.co.th
http://www.zyxel.co.th

Zyxel Vietnam

Tel: (+848) 35202910

Fax: (+848) 35202800

Email: sales_vn@zyxel.com.tw
http://www.zyxel.com/vn/vi/

The Americas

Zyxel USA

North America Headquarters
Tel: +1-714-632-0882

Fax: +1-714-632-0858

Email: sales@zyxel.com
http://us.zyxel.com

Zyxel Brazil

Tel: +55 (11) 3373-7470

Fax: +55 (11) 3373-7510

Email: comercial@zyxel.com.br
http://www.zyxel.com/br/pt/
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